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<hl1l>I EEE 754 and ne - an experiment in <i class="white">anonym zing</i >
a PDF file</hl>

<p>(l like to create words.)

<p>In this page | explain a hack | did with the PDF file that
contains the | EEE 754 standard.

<p>l don't have access to the |IEEE website, so | normally would have
to pay to read this file. Except | know sone people who have access.
(I nmean: access to sonme publications. Cbviously if | enter the | EEE

address in any browser |I'Il get sonme data back in nmy face.)

So | just asked to themif they could get it for ne.

<p>So they did. And they gave it to ne.

<p>Except. .

<p>Except if | want to redistribute the file, | can't.

<p>Well | can, obviously. It's just a file. | can put it on a website and

there we are, it's shared.

<p>But ny problemis that the file contains sone data fromthe people who
gave it to me. So <i class="white">they</i> would be in trouble if |EEE
finds the file. They just look at it and "oh, but these are these people
who distributed the file to the world. Let's sue them"

<p>l amclose to these people. | just can't do that.

<p>Except...

<p>Except, you know, a file is a file. You can edit a file. You can
modify it. You can extract stuff and put new stuff inside. You can

do whatever you want with the file

<p>So you can renove the stuff that identify those who gave this
particular PDF file to ne.

<p>That's what | did.

<p><a href="ieee754.tar.gz">Here</a> is some code to prove nmy claim

<p>Let nme give some nore details, will you my dear? It might be usefu
to young hackers out there. Sone kind of |esson of hackery. | use
the C language. | work under UNI X

<p>(Ah no. | don't distribute the clean |EEE 754 file.)
<br>(1 AM NOT A CRI M NAL!)

<br>(Well...)

<h2>What is a PDF file?</h2>

<p>A PDF file is a file that conforns to a given structure,
nanely the PDF one
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<p>A description of it is freely available from Adobe

See <a href="http://ww. adobe. conf devnet/ pdf/ pdf _reference. ht Ml ">here</a>
(Adobe, |ike many big private corporations and many institutions, changes
its internet website's structure fromtinme to time. You might need to

dig a bit to get the specifications. Alternatively you can | ook for

"PDF specifications" with your favorite search engine.)

<p>Since the PDF file | want to hack has a version of 1.4, | went

<a href="http://ww. adobe. com devnet/ pdf/ pdf _reference_archive. ht m ">t here</a>
to downl oad

<a href="http://ww. adobe. conf devnet/ pdf/ pdf s/ PDFRef er ence. pdf " >t hat </ a>.

The current version, as of witing, is 1.7. Don't ask ne why people

like to change stuff when everything works fine. It's called

"busi ness" and it's sonmething |I'mconpletely unable to understand since

it is so irrational

<p>So by reading this (big) docunentation, you understand the structure
of a PDF.

<p>A PDF is made of several parts.

<p>First part: the header. In our case, the first line of the file contains
the version (<i >%WDF-1.4</i>) and the second contains a conment with

byte greater than 127. These bytes are here, as prescribed by Adobe,

to informsoftware out there that the file contains binary data, ie.

bytes greater than 127. Why does it matter? Because the internet is an

ol d beast and in the past (and maybe still now) some |inks or protocols

or both send only bytes smaller than 127 in some cases. Putting high

bytes early in the file forces themto switch to a full 8 bits npde

thus accepting bytes fromO to 255 (this m ght not be correct, ny

menory is a bit, you know, well, bad).

<p>Anyway, what matters to us here is that these bytes are normally
chosen at random But how do we know? So the file we are going to
produce won't contain these nunbers, but sone others, just in

case | EEE attach some nmeaning to them

<p>After the header you (generally) have objects, a lot of them
In our case we have nore than 700 objects. What does an object
| ook like? Well, something |ike the follow ng.

<p>

<pr e>

2 0 obj&lt;&t;/Type/ Pages/Kids[3 0 R4 0 R50R6 0R 7 0 R/Count
70&gt ; &gt ;

endobj

</ pre>

<p>You find a first nunmber, which is the object's ID, starting from1l
and couting up, then a O (generally, can be used for stuff we don't
care here) (all the objects in the IEEE file have a 0 here). Then

you have <i>obj</i> then sone stuff. Then, on the sane or another |ine,
you have <i >endobj</i> to, guess what? end the definition of an object.

<p>Sone objects may be conpressed, which conplicates slightly the
extraction, but that's not very hard either
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<p>Note that an objet's definition does not necessarily has to fit in
one line. In our case |EEE put alnpst everything on the first |ine,
whi ch eases our life, but it's not mandatory.

<p>After all the objects, you find the trailer, which contains sonething
called <i>xref</i> This stuff lists all the objects with their starting
offset in the file. Then you find sone nore stuff useful for prograns

so you nust keep them One of the things in there is called <i>/I1D</i>
and this one | ooks strange so we will renove it. Maybe | EEE tracks the
file with the help of this string.

<p>And that's it for a PDF file. It's nothing particulary tricky to
under stand and mani pul ate. You must record where in the file each
object resides. And if you want to nodify an object it changes the
position of all the follow ng objects. And this is a very bad
design if | dare. But ny bet is Adobe doesn't care | don't like
their design.

<h2>Extracting objects</h2>

<p>So we want to nodify this IEEE file, to renove stuff put in there
to identify who downl oaded it, to "anonym ze" the file.

<p>How do we do that?

<p>Wel |, after sone thinking the conclusion pops up, obvious. W have
to extract all the objects, nodify those we have to and gl ue back
everyt hing together when we are done.

<p>Weé can't nodify the file directly.

<p>Why not? | nean, we just could overwite the data we don't want in
and that's it, we are done.

<p>But it's not that sinple.

<p>First, the size of a file is an information per se. So keeping it
m ght be bad. We will <i class="white">renove</i> objects (or nore
specifically objects' content since renopving an object is a pain;
you nust then renove all references to it and this requires a | ot

of parsing).

<p>Then sone objects are conpressed. Unconpressing them and storing
t hem back changes their size.

<p>(Well, after a bit of thinking, this does not appear to be that

i mportant. Enmptying objects reduces their sizes. And an unconpressed
object is described with | ess characters. So we could sinply put

an enpty version of the object and the overwite the remaining space
with spaces.)

<p>So we are up to extract object. And this is not very easy at
first.

<p>And here conmes a bit of hacking.

This document belongs to sed@free.fr.
DO NOT DISTRIBUTE WITHOUT PRIOR AUTHORIZATION!



<p>The | EEE file is very friendly. Objects are all stored the sane

way. At the start of a line, you have the object's ID, a 0 and <i>obj</i>.
And they start right after the header. So, just bypass the header, and
read objects, up to a point where what you read is not an object

anynor e.

<p>And since objects start with a sinple line, just read one |ine.
Check for the presence of <i>obj</i>init. If it is present you
have an object and keep going. If not you are done with the objects
and you are up with the trailer.

<p>And you know what? It's even sinpler than that. After you
snoke the header, read just one byte. If it's <i>x</i> you are
in the trailer, if not it's an object.

<p>How do | know that? By | ooking inside the file. A <i>cat file | less</i>
is very useful. If you need to look at the binary data, | suggest
using <i>od</i> like <i>od -tx1l -ta file | less</i> (do a

<i >man od</i> to get nore options).

<p>So | | ooked at the file and just saw that to discrim nate between
the start of an object and the trailer | just needed to look for an
<i>x</i>.

<p>l normally would have to scroll a lot to get to the trailer when
| exanmine the file. Fortunately, there is <i>tail</i> a programthat
only shows the last lines of a file. To see the last 400 |ines of
afile you do <i>tail -n 400 file | less</i> This saves a | ot of
scrolling tine.

<p>Here comes sone code | wote based on all that.
<p>First, the main function.

<p>
<pre>
i nt main(voi d)
{
header () ;
whil'e (obj()) dunmp_obj();
trailer();
return O;

}

</ pre>

<p>See, it's very short. It first deals with the header, then
gets the objects, then the trailer.

<p>By | ooking at the file, | know the header is only made of
two lines, so here is <i>header</i>.

<p>
<pre>
voi d header (voi d)

{
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FILE *f = fopen("header.obj", "wbh");
ERR(f, "header");

read_line();
dunp_buffer(f);
read_line();
dunp_buffer(f);

if (fclose(f)) ERR(O, "header");
}
</ pre>
<p>Very cl ear too
<p>For <i>obj</i> things are a bit nmore conpli cated.
<p>

<pre>
i nt obj(void)

int c;
c = getchar(); eof(c);
if (c =="'x") { ungetc(c, stdin); return 0; }
no++;
size = 0;
put _char(c);
while (1) {
c = getchar(); eof(c); put_char(c);
if (c =='\n") if (endobj()) break
}
return 1,
}
</ pre>

<p>As you can see, we first check for an <i>x</i>. Then we read
everything until we see <i>endobj</i>Once again, by inspecting
the file, | saw that <i>endobj</i> only appears at the begi nning
of aline, so |l look for it only when | received an "end of |ine"
character, <i>\n</i>.

<p>What does <i >endobj</i> do? It just reads seven characters.
(Seven and not six because | also saw that after <i>endobj</i>
there is an "end of |ine" character which | include, just to
get the correct start for the next object, or the <i>x</i>
starting the trailer). If at sone point it doesn't

get the expected byte, it returns <i>0</i> neaning we don't
read <i>endobj</i> yet. Oherwise it returns <i>1</i>,

<p>

<pre>

i nt endobj (voi d)

{ .
int c;
c = getchar(); eof(c); put_char(c); if (c!="e') return O;
c = getchar(); eof(c); put_char(c); if (c!'="n") return O;
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¢ = getchar(); eof(c); put_char(c); if (c!="d) return O;
c = getchar(); eof(c); put_char(c); if (c!'="0") return O;
c = getchar(); eof(c); put_char(c); if (c!'="b') return O;
c = getchar(); eof(c); put_char(c); if (c!'="j') return O;
c = getchar(); eof(c); put_char(c); if (c!'="\n") return O;
return 1;

}

</ pre>

<p>One inportant point here: if <i>endobj</i> appears in an
obj ect we are dooned. | played the gane, because it mekes
my life nuch easier. And | won! No <i>endobj</i>in weird
places in this file. Oherw se nore conplicated parsing
woul d have been required. And you may not know it since

you don't know nme but |'ma very |azy person.

<p>So that's it for the objects.

<p>l pass the trailer's extraction. We sinply read everything
past the last object and put it in a file

<h2>Unconpr essi ng conpressed obj ects</h2>

<p>Once we extracted the objects we have to inspect their content,
one by one, to decide what to do (keep the object, enpty it or modify it).

<p>And there cones a problem Sone objects are conpressed. We see sonet hing
like the follow ng when using <i>less</i>

<p>

<pr e>

331 0 obj&lt;&t;/Filter/FlateDecode/Length 10&gt; &gt ; stream
x& t;9C&gt ; +& t; E4&gt; "B "@ @&l t ; EE&gt ; @

endstream

endobj

</ pre>

<p>Cbvi ously, we have sone nore work to do

<p>And there conmes something very inportant for a hacker. You just
cannot face a problemlike this one and solve it out of nothing,
as by magic. You need sonething. You need enough know edge to

get the right intuition at how to attack the problem

<p>You need, in a word, <i class="white">culture</i>.

<p>So here you go read the PDF specifications to | earn about this
<i>/Filter/Fl ateDecode</i> stuff. You read, page 46, that this encodi ng
nmet hod uses <i>zlib/deflate</i>.

<p>And there comes your culture. Because, what to do of this know edge?
What if you don't know what this <i>zlib</i> stuff is?

<p>By reading others' code, by browsing a | ot of software on your
systemand in the internet, by conpiling by hand, by carefully |ooking
at what happens then, and also, of course, by using software |ibraries,
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you build a know edge base in yourself. You becone sort of an expert.

<p>And there, in the case of <i>xlib/deflate</i> | know what it is,
and | know how to handle that. It nmeans that the data has been
conmpressed and that | can unconpress it using the popular <i>xlib</i>
l'ibrary, which everyone uses or alnpst. And it's alnpbst certainly
installed on your conputer. Dozens and dozens of software you use

on a daily basis use it. And you can use it too

<p>So you read <i>/usr/include/zlib.h</i> (which is a bit of a pain,
but you can manage it) and after a fewtrials and errors, you
quickly wite sone code to unconpress a zlib's stream

<p>And you end up with sonething like the foll owi ng, extracted
from <i >deflate.c</i> (Yes, | reversed inflate/deflate in ny
brain. Normally <i class="white">deflate</i> is to decrease the
size of a file, but I wongly thought it neant

<i class="white">deconpress</i>. Poor french native speaker of
nme...)

<p>

<p|’ e>
strmnext_in = (unsigned char *)buf;
strmavail _in si ze;

strm next _out = (unsigned char *)out;
strm avail _out = 4000000;

strmzalloc = 0;

strmzfree = 0;

if (inflatelnit(&strm != Z OK)

{ fprintf(stderr, "inflatelnit failed.\n"); return 7; }
if (inflate(&trm Z_FINSH) != Z STREAM END)
{ fprintf(stderr, "inflate failed.\n"); return 8; }
if (inflateEnd(&strm != Z_OK)
{ fprintf(stderr, "inflateeEnd failed.\n"); return 9; }
</ pre>

<p>lt looks like magic? It's not. W setup a <i>strnx/i> structure,
then we call <i>inflatelnit</i> <i>nflate</i> and

<i> nflateEnd</i> in order and check that the return value is
correct.

<p>l had troubles at first for <i>nflate</i> not checking
agai nst <i>Z STREAM END</i > but <i>Z OK</i>. | read
<i >/usr/include/zlib.h</i> too fast.

<p>lt m ght happen to you as well. You may read docunention too
fast, or understand it wongly, leading to sonme tine trying to
understand what's wong. It may becone very furstrating after
some time, especially when you don't hack just for yourself, with
no time pressure, but when you work in a conpany, with a tight
schedul e. Key here is to be patient. In npst of the cases, when
usi ng sonme new |ibrary, the problemcones fromyou. In sone

cases (I had the problemonce a few years ago with <i>ptrace</i >;
the manpage was wong) the error is in the docunentation. In

some other cases it's a bug in the software. How to know
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where the problem cones fromso that you spend nore tine
solving it and less tinme tracking it? It's hard to answer.
There again culture plays a role. Wen you start your
hackery's journey, you know nothing. So you spend a | ot of
time doing useless things. After a while (several years)

you start to understand what's going on and you focus on the
i mportant stuff.

<p>In my case, | nore or |less applied the foll ow ng reasoning
to dig the problem Since <i>zlib</i>is a well know library,
since PDF files are also well established, it is unlikely that
one or both of these beasts have a problem The problem very
certainly comes fromme. What did | do wong then? | read

<i >/usr/include/zlib.h</i> maybe a bit too quickly. So maybe
I should read it again, nore carefully. So | did. And | then
found that using <i>Z OK</i> was inappropriate in nmy case.

I had to use <i>Z_ STREAM END</i >.

<p>That's how you | ook for a bug in your software. First,
try to renmenber how you wote it. Then value each step
with a "confidence" nunber. You obtain a |ist of actions,
the first being the nost probably wong and the |ast being
practically 100% correct. (Normally you only have very few
"nost probably wong" actions at a given point of your

codi ng. Organi zing your work is part of the journey too.
It's a skill to get.) Then you review actions in order,

| ooki ng carefully where you originally just |ooked quicky
at sone stuff.

<p>You need to be hunble. Mst of the tinme <i class="white">you</i>
are the cause of the error. <i class="white">You</i> didn't
under st and sonet hing clearly enough. <i class="white">You</i>
typed sonet hi ng wong on your keyboard. <i class="white">You</i>
call ed sonme functions in the wong way, in the wong order,

with wong argunments. <i class="white">You</i> didn't check

return values correctly and inplemented an appropriate

response (like ending the program or displaying a neaningfu

nmessage on the termnal).

<p>But you nust also trust your judgnent. Sometines you review
all your possible m stakes and nothing conmes out of it. So the
problemis from somewhere else. It mght be a library,

the conpiler, the | anguage you use, the operting system

t he hardware, anything. How do you know that you are not
guilty and that the problemis from another part of the
systen? And which part? How do you deci de you di gged enough

in one direction that you are al nbost confident the problem

is not here?

<p>There is no clear answer. One inportant thing to do when
facing a problemis trying to decrease its size, extract it.
You have a bug in your 1,000 lines progran? Try to wite

a very small one that also exhibits the problem The key
point is the ability to extract a "nodel" on which you can
think with full confidence. Sonmething |ike "okay, | extracted
a small version of my program | am now 100% sure that if
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I don't find a problemwith this little programthen ny bigger
programis not faulty but the sytem sonmewhere, is. Then ||

try to narrow it to the correct part of the system elimnating,
one by one, every possible cause, up to the point I amleft
alone with the guilty beast. | will then shoot it in the head
and | will be left with a perfectly correct program solving

my problemas it is intended."

<p>And that takes a lot of time, a lot of trials and errors,
a good anal ytical brain and a huge dose of patience and
hum lity.

<p>And here cones the <i>main</i> function of <i>deflate.c</i>.

<p>
<p|’ e>
int main(void)

char *t;

char *11, *I2;
int |;

int c;
Z_streamstrm

read_line();
put _char (0);

if (!strstr(buf, "obj&t;&t;"))
{ fprintf(stderr, "WARNING no obj found.\n"); return 1; }

if (!strstr(buf, "&gt;&gt;streant))
{ fprintf(stderr, "no streamfound.\n"); return 2; }

if (!strstr(buf, "/Filter/Fl ateDecode"))
{ fprintf(stderr, "no filter flatdecode found.\n"); return 3; }

if (!'(t=strstr(buf, "/Length ")))
{ fprintf(stderr, "no length found.\n"); return 4; }

if (sscanf(t, "/Length %", &) !'=1 || | &t; 0)
{ fprintf(stderr, "bad length found.\n"); return 5; }

fprintf(stderr, "INFO length %\n", I|);

1 = strdup(buf); ERR(IZ1,"strdup");
12 = malloc(size); ERR(I2,"malloc");

size = 0;
for (5 15 1--) {

c = getchar(); eof(c); put_char(c);
}
strmnext_in = (unsigned char *)buf;
strmavail _in si ze;

strm next _out = (unsigned char *)out;
strm avail _out = 4000000;
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strmzalloc = 0;
strmzfree = O;

if (inflatelnit(&trm != Z OK)

{ fprintf(stderr, "inflatelnit failed.\n"); return 7; }
if (inflate(&trm Z_FIN SH) != Z_STREAM END)

{ fprintf(stderr, "inflate failed.\n"); return 8; }
if (inflateEnd(&strm != Z_OK)

{ fprintf(stderr, "inflateEnd failed.\n"); return 9; }
fprintf(stderr, "INFO output bytes %4 d\n", strmtotal _out);

new first _line(l1, 12, strmtotal out);
printf("%", |2);
fwite(out, strmtotal out, 1, stdout);

while (1) {
c = getchar(); if (c == EOF) break;
printf("%", c);

}

fflush(stdout);

return O;

}

</ pre>

<p>We | ook at the first line in the file. By inspecting
the extracted objects with <i>less</i> we found out that
the first line contains all what is necessary to decide
if the object is conpressed or not. That's what we do,
that's what all the tests do.

<p>After that, if we indeed have a conpressed file,

we get the length of the conpressed data, read this
data, deconpress it, and put everything back in a new,
unconpressed, object. | don't show you

<i>new_ first_line</i> it just renoves

<i>/Filter/Fl at eDecode</i > and changes the

<i >/ Length</i> stuff.

<p>One interesting point here. The programw || produce an enmpty
out put (and sone nessages on <i>stderr</i>). And here is
how | run it on all the produced objects.

<p>

<pre>

for i in ????.0bj; do ./deflate &t; $i &gt; out/$i; done
</ pre>

<p>So in <i>out/</i> some files will be enpty. We can use

that information to overwrite enpty files (which thus are
not conpressed) with the current version. Here is how we
do that.
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<p>

<pr e>

cd out; find -enpty -exec cp ../{} . \;
</ pre>

<p>This line (and maybe the previous one) may | ook a bit
magi c.

<p>There again we come back to <i class="white">culture</i>.
These commands (<i>for</i>, <i>find</i> ...) and their
argunents are "conmon know edge" you acquire over tine,

by readi ng docunentation, trying the command by yourself,
and | ooki ng at how ot her people use them There is no

magi c, just culture.

<p>Once it's done you are with objects in <i>out/</i> that
you finally can fully inspect and nodify.

<h2>Modi f yi ng obj ect s</ h2>

<p>In witing this webpage, | chose a linear order to
present steps involved in the analysis and nodification

of a PDF file. The reality is that after | extracted the
obj ects, and even before unconpressing them | wote

<i >glue.c</i> that takes themall back and

glues themtogether in a new PDF file. So nmaybe | should
have put the "gluing objects"” before this section.

don't know. When you hack you often wite stuff

"out of order" so as to have a few problens to solve

at once. By witing <i>glue.c</i> early, just after

the extraction, | could check that the extracti on was
correct, that the resulting PDF file obtained by collecting
all the objects was sinmlar to the original PDF. In fact,

I needed to know if the extraction was correct. So obviously,
the way to test that is to put themall back together and
see what happens. And since | would need such a tool Ilater
anyway, why not wite it right now? So that's why | wote
<i>glue.c</i>right after <i>extract.c</i>.

<p>But let's look a bit at what needs to be done with
our unconpressed objects.

<p>l read themall. Al the objects. Myre than seven
hundreds of them Just to see what was inside, what was
needed to be renpved to anonym ze it.

<p>l quickly found that sone objects contained nothing
but a text identifying who downl oad the file.

<p>A little surprise was to find several of those objects,
all identical. Wiy not put only one? It's a clear |oss

of space. Maybe they thought it would be harder to

renove. Maybe they just used sone software that was
suboptimal. It's not a big issue, but it forces us

to do nore than just editing by hand one file. W
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have to come up with an automatic sol ution.

<p>So here is the magic line |I quickly found.

<p>
<pre>

cd out; for i in “grep -i limted *|cut -d: -f 1°; do ../enpty $i > $i; done
</ pre>

<p>And here cones <i>enpty.c</i>.

<p>
<pre>
#include & t;stdio.hé&gt;

int main(int n, char **v)
{
int i;
sscanf (v[1], """, & );
printf("% 0 obj & t;& t;/Length 0&gt; &gt ; stream nendstream nendobj\n", i);
return O;

}

</ pre>

<p>The weird command |ine does a <i>grep</i> (very conmon and
useful command in the UNI X world) over all the files,

| ooking for "limted" (I first checked that "linmted" only
appeared in interesting files, and it did, so it's safe

to discrimate files based on this string) and getting the
file's nanme out of <i>grep</i>'s answer.

<p><i >grep</i> normally replies sonething like the follow ng.

<p>
<pre>

0025.0bj: ABCDIlimted EF GH
</ pre>

<p>We have the file's nanme, double dot, and the line of file that matches
what we | ook for.

<p>We are interested in the file's name, and only that.

<p>The wonderful <i>cut</i> conmand conmes at help here. We ask
it tocut the first field <i>f 1</i> by using the double

dot separator <i>-d :</i> The <i>|</i> (pipe) is a conmpn
mechani sm under UNI X to plug one command to another. The
output of the first command becones the input of the other

You can chain many commands that way, manipul ating data the
way you want.

<p>So after <i>grep</i> and <i>cut</i> we have a |ist of
files. For each of those we call enpty, that creates an
enpty object. It's inmportant to pass the file's nane
to <i>enpty</i> for the objet's nunmber is witten in
the file, and that changes, obviously, with each object.

This document belongs to sed@free.fr.
DO NOT DISTRIBUTE WITHOUT PRIOR AUTHORIZATION!

12



<p>Looki ng at <i>enpty.c</i> we see <i>sscanf(v[1], """, & );</i>
that will get the object's nunmber fromthe file's nane.

<p>A last note on the conmmand line. W see <i>for i in XX ...</i>,
wi th backquotes. Those backquotes are very useful. They transform
the output of the conmmand <i >XX</i> (or list of conmands piped
together) into arguments in the command line for the <i>for i</i>
stuff.

<p>It woul d have been possible to use <i>xargs</i> here,
like in the follow ng.

<p>

<p|’ e>

grep -i limted *|cut -d : -f 1|xargs ../enpty
</ pre>

<p>But | amnore famliar with the first version (which may be
sl ower, or not even work at all if too nuch data cones out of
<i >XX</i> since command line's argunents have a linmted size
normal ly).

<p>So, you have many ways to solve a problem You don't need
to learn all of them What matters is to know one that works,
and one that works fast enough. | could have done everything
is C programs, which is nmy favorite horse. But | know some
shell commands, and it's faster to use themthan to wite a C
program from scratch. Maybe someone with a deeper know edge
of the shell and avail abl e commands woul d have done what |
did faster. Maybe using other |anguages, |ike perl or python,
woul d al so speed up the coding of all this.

<p>After sone tine

you stick to your tools. Here, you nust be careful. Are
your tools good enough for your needs? Shouldn't you l|earn
a few other tools? Where is the limt? Wien stop |earning?

<p>No cl ear answers there either. It's a matter of taste.
And tinme. If you can solve a problemin one day with your
tools and if you want to solve it in |less than a week

then it's okay. If you need one week of work for something
you want to solve in one day you are in trouble. If you

have no time constraints, do what you want. Hacking normally
i nvol ves freedom no tight schedule, so tine should not be

a problem You normally care about beauty, elegance, this
kind of stuff. Efficiency is a very subjective matter in

t he hacki ng worl d.

<h3>Renovi ng i mges and col or maps</ h3>

<p>l don't trust inmges. Neither should you. It's easy
to enbed hidden data in inmges.

<p>So | decided to renmpbve themfromthe file
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<p>Obj ects containing i mages are easy to find. There

is <i>lmge</i> on the first line (in the |EEE PDF file;
remenber that this file is very friendly for when you
want to parse it; a lot of information is present

on the first line).

<p>l found two inmages. How did | process then

<p>l just changed <i >/ Wdth</i> and <i >/ Height</i>, set
themto <i>1</i> and put a <i>0</i> in the stream

<p>There al so was a colormap. | don't trust that
either. Maybe (but | seriously doubt it) there is
some hidden data there too. So | changed it to be
full white, just in case.

<p>Then | found sonme <i>ID</i> stuff here and there,
which | also renmobved, and a file contai ning XM. data,
which | conpletely renoved

<p>All in all, | tried to renmove everything that was
not necessary and which | thought would pose an
anonynity problem

<p>Wel |, the process was not fully done.

<p>l didn't change text's objects. | should have changed the
spaci ng of commands in there. And maybe al so their order

I shoul d have changed t he nunmber of objects, their order

in the file.

<p>l mean, information is everywhere. You can hide a nessage in
many many ways. |If you want to do things properly, you have
to change everything

<p>The best in our case would be to transformthe PDF file by
printing it as images, |ike <i>png</i> imges for exanple,
glue themin a file and distribute that file. O extract

text fromthemthrough OCR (optical character recognition),

or even text directly fromthe PDF file, and generate a

new PDF based on that.

<p>Yes, to be really anonynous, you can't trust the file
you downl oad. You have to extract the data you care about,
and be prepared that any other data may contain sone
information useful to identify you.

<p>In my case, | don't care that much. | seriously doubt
they go that far at IEEE to tag a poor file that costs

a few dollars and which content is already known by nmany
peopl e, many websites, many sources.

<p>But for inmages, no. | don't trust inmages. Period.

<p>But this process could not be automatized. | would have
had to do it each tinme | nodify sonething in nmy prograns.
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So | just included the few objects in the sources, and
in <i>transformsh</i> | do the foll ow ng.

<p>
<p|’ e>

for i in*.n; do cp $i out/ echo $i|sed -e "s/\.n//""; done
</ pre>

<p>Once again, a bit of shell's magic.

<p>This time, what we have to do is to overwite files in <i>out/</i>
with hand nodified versions. These nodified files are nanmed
with a <i> n</i> suffix and are in the current directory.

<p>Here the wonderful <i>sed</i> command shows up.

I love this one. Even if | don't master it at all

So here | want to take a file's name |ike <i >0123.0bj.n</i>
and make it <i>out/0123.0bj</i> so that <i>cp</i> can

do its job (to copy one file to another). So | ask

<i >sed</i> to look for <i> n</i> and replace it with

not hing. | use the backquote trick to get the nane

back on the command |ine and <i>cp</i> proceeds happily.

<p>Note that | also could have put the nodified files in a
<i >nods</i> directory and do a sinple <i>cp mods/* out/</i>
but ny brain, at that particular time, was not in this
mood. And the command |ine above cane out quickly, so |
wasted no tine here. | do this kind of manipulations so
often that it's hardwired up there in the brain

<p>That explains why you sonmetines see very convol uted
solutions to sinple problens. People are used to think
in awy, to wite code with a given style they're used
to, that it ends up as a ness only them can under st and.

<p>How to protect agai nst that?

<p>Easy. First, solve your problem Second, |ook at your
solution with a critical eye. Third, rewite your
solution to be nore el egant.

<p>Cbviously this all requires

time and conmitnent. In a private conpany you generally
don't do that. You have no time, schedule is tight, your
t hi nki ng and coding costs a lot. So once you have a
solution you stick to it. This is a very bad way to
act. But hey, sone people nmade sonme choices at points
in history. Private corporations are one of those
choices. They are clearly subopti mal ways to organize
wor k. But they work, sonehow, so as long as it costs

|l ess to organi ze work this way and getting subopti nal
solutions out of this setup, well, it will keep going.
It's very hard to change such a big system

<p>This is some kind of hacking in itself, one night
say. Change the world. On a |l arge scale.
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But we get out of programs and computers there,
so let's stay with our sinple PDF problemfor the
pur pose of this webpage.

<h2>Reconpr essi ng obj ect s</ h2>

<p>We now have our objects, cleaned up. No identification is possible
anynore. (Unless | EEE uses conplex schemes to mark its files, which |
doubt a lot. They might think a PDF file is so conplex no one woul d
ever do the kind of things explained in this webpage.)

<p>It's tine to recreate a PDF file fromthose object.

<p>A first attenpt was nmade, where we sinply put them back at
this point, wthout conpression whatsoever. The produced file
was too big (around 2MB). So a reconpression's step was necessary.

<p>How to reconpress? Well, straightforward. Just check if the object
contains a stream If yes, then conpress the stream If it turns out
that the conpressed version is smaller, put it in place

<p>Note that in the original file streanms are conpressed even if
the conpressed size is bigger. It happened for very snall streans,
but it happens neverthel ess. What software they use | don't know,
but it does not work very well, if | may.

<p>Wth no nore usel ess words, here cones the file <i>inflate.c</i>
that conpresses a file if it is conpressible

<p>

<pr e>

#include & t;stdio.hé&gt;
#include & t;stdlib.h&gt;
#include & t;zlib.h&gt;
#i nclude & t;errno. h&gt;
#include & t;string.hé&gt;
#include & t;ctype. h&gt;

#define ERR do { printf("%:%: err\n", _ FUNCTION_ _, _ LINE ); exit(1);
whil e (0)

char *in;
int size;
int maxsi ze;

voi d put _char(char c)

{
if (size == maxsize) {
in = realloc(in, nmaxsize+=4096);
if (lin) ERR
in[size] = c;
Si ze++;
}

char out[4000000];
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i nt
{

mai n(int n, char **v)

nt c;

FILE *f;

nt |;

char *s;
char *t;
Z _streamstrm

f
i

nt i;
f (n!'=2) { printf("gimme a file to process\n"); return 1; }

= fopen(v[1], "r");
f (1f) ERR:

while (1) {

c = getc(f); if (c == EOF) { if (errno) ERR break; }
put _char(c);

put _char (0);

f
i
str
s
i
i
t
i

S
S
S
S
S
[

[

not

}
f

t

cl ose(f);
f (!'(t=strstr(in, "&gt; &gt;stream'))){printf("% has no
eamn",v[1l]);return O;}

= strstr(in, "/Length "); if (!s) ERR

f (sscanf(s, "/Length %", &) !'= 1) ERR

f (I ==0) {printf("% has Length = 0, nothing done\n",v[1]);return O;}
+=9;

f (size &gt; 4000000) ERR;

strmnext _in = (unsigned char *)t;

trmavail _in I

trm next _out (unsi gned char *)out;
trmavail _out = 4000000;

trmzalloc = 0;

trmzfree = 0;

f (deflatelnit(&trm 9) !'= Z OK)

{ fprintf(stderr, "deflatelnit failed.\n"); return 7; }
f (deflate(&strm Z_FIN SH) != Z_ STREAM END)

{ fprintf(stderr, "deflate failed.\n"); return 8; }
f (deflateEnd(&strm != Z_OK)

{ fprintf(stderr, "deflateEnd failed.\n"); return 9; }

f (strmtotal _out &gt; |) {
printf("conpressed size (% d) is nmore than unconpressed (%), do
hi ng\ n",
strmtotal _out, 1);
return O;

fopen(v[1], "w'); if (!f) ERR

=in;

while (t '=s) {

}

fprintf(f, "%", *t);
t++,
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fprintf(f, "/Filter/Fl ateDecode/Length % d", strmtotal _out);
while (lisdigit(*t)) t++
while (isdigit(*t)) t++;

while (*t '='\n") {
fprintf(f, "%", *t);
t++;

}

fprintf(f, "\n");

for (i=0; i&t;strmtotal _out; i++) fprintf(f, "%", out[i]);
fprintf(f, "\nendstream nendobj\n");

fclose(f);

return O;

}

</ pre>

<p>Note that this time, a bit different from how <i >defl ate. c</i> works
we output in the file itself, not on <i>stdout</i>, which eases the
life in the shell's world. The sinple foll owing command does the

trick very well.

<p>

<pre>

cd out; for i in ????.0bj; do ../inflate $i; done

</ pre>

<p>l know, | know. My progranms <i>deflate.c</i> and <i>inflate.c</i>

have wong names. But now it's done and an inportant notion in the
hacki ng world is: |aziness.

<h2>d ui ng obj ect s</ h2>
<p>And now for the last action: glue everything back together

<p>Things are a bit nmore conplex. Or nore specifically, verbose.
It's not very conpl ex.

<p>Here is the <i>min</i> function.

<pre>

int main(void)

{
get _root _info(&f);
get _files(&f);
dunp(&f);
return 0O;

}

</ pre>

<p>Weé need to get the "root" and "info" stuff fromthe trailer, to
let the new PDF file start at the sane position than the origina
one. \Vhat does it nean for a PDF file to "start?" Well, we have

a list of object. And one of themis the "root" of everything.
This has to be specified in the trailer. For "info" I don't really
know if it's necessary or not. | didn't want to check, so | just
include it.
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<p>The function <i>get_root_info</i>is not very interesting. | won't
show it here

<p>The function <i>get_files</i>is funny. It looks for all the <i> obj</i>
files in the current directory and puts themin a list. Then it sorts

the list al phabetically, to get the object in the correct order for

| ater on. Here it cones.

<p>
<pre>
void get _files(pdf _file *f)
{
DIR *d = opendir(".");
struct dirent *e;
struct stat s;
obj *o;
if (!d) ERR
while (1) {
e =readdir(d); if ('e) { if (errno) ERR break; }
if (e-&gt;d_nane[0] &t; "0 || e-&gt;d _name[0] &gt; '9' || !strstr(e-
&gt ; d_nanme, ".obj"))
conti nue
0 = new_obj (f);
0-&gt; fil e[ FI LENAME_MAX- 1] = O;
strncpy(o-&gt;file, e-&gt;d_name, FILENAME_MAX-1);
if (stat(e-&gt;d_name, &s)) ERR
0- &gt ; size = s.st_si ze;

}

closedir(d);

gsort(f-&gt; 0.0, f-&gt;o.size, sizeof(obj), cnp);
}

</ pre>

<p>See the use of <i>gsort</i>to, well, sort the list of object. The
<i>libc</i>is friendly, sometines.

<p>And we finish that with <i >dunp</i> which processes objects in order
It stores the number of bytes witten so far in the <i>s</i> variable,
and updates <i>o0-&gt;offset</i> for each object so that the trailer
gets a correct value for the starting offset of each object.

<p>
<pre>
voi d dunp(pdf _file *f)
{
FILE *fi;
size_t s = 0;
obj list *I = &anp;f-&gt; o;

obj *o;

int i;

int c;

s = printf("9%PDF- 1. 4\ n%4 x88\ x89\ x90\ x91\ n") ;
for (i =0; i &t; |-&gt;size; i++) {

0 = &anp;l-&gt;o[i];
0-&gt; of fset = s;
fi = fopen(o-&gt;file, "r"); if (!fi) ERR
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while (1) {
c =getc(fi); if (c == EOF) { if (errno) ERR break; }
if (fwite(&np;c, 1, 1, stdout) !'= 1) ERR
S++;

}
if (fclose(fi)) ERR;

}

printf("xref\n0 %\ nO0O0O0000000 65535 f \n", | -&gt;size + 1);

for (i =0; i &t; I-&gt;size; i++) printf("%l0.10d 00000 n \n", |-
&gt;o[i].offset);

printf("trailer\n");

printf("&t;&t;/Size %/ Root %d O R'Info % O
R&gt ; &gt ; \ nst ar t xr ef \ n%\ n%®A/EOF\ n"

|-&gt;size + 2, f-&gt;root, f-&gt;info, s);

fflush(stdout);

}

</ pre>

<p>So this programis the nost conplex one, indeed. W need to
store a list of objects. You just can't process data on the fly.
The trailer forces us to "renmenber"” sonme stuff for |later use.

<p>See the structures | had to create.

<p>

<pr e>

typedef struct {
char fil e[ FI LENAMVE_MAX] ;
size_t size
size_t offset;

} obj;

typedef struct {
obj *o;
int size;
i nt nmaxsize;

} obj _list;

typedef struct {
int root;
int info;
obj _list o;

} pdf _file;

</ pre>

<p>l wonder if a program using recursion rather than a Iist would
not be possible. Wuld it be snmaller? nore efficient? nore el egant?
Well, this is not ny style of programmng, so | won't dig too much
in that direction. People nore in the functional progranmm ng may
have sonme funny ideas there.

<p>And how to pilot this progranf

<p>Easy.

<p>
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<pre>
cd out; ../glue > TTT
</ pre>

<p>And there you are. A nice, anonynous PDF file called <i>TTT</i>.
Why this strange nanme? Well, once again, laziness. | had to find
one, | picked up something in my brain, for no particular reason.
Habits, maybe. Weird habits? Maybe

<h2>Aut omati zi ng the process</h2>

<p>Qbvi ously each tinme sonething new appears in there | had to
run the process from scratch once again.

<p>There were many bugs. Sone at the syntaxic level, like calling
a wong function, wong argunents, this kind of things. Sone others
were due to a bad understanding of the PDF specification. Sonme
others to bad shell's knwol edge.

<p>There are many bugs that pop up here and there. A hacker lives
with those beasts, |looks for them elininates them You get used
to it. Whatever procedure you put in yourself, you won't avoid
bugs. So you need to devel op here again a good culture of
potential problemns.

<p>One nasty source of problenms cones fromthe tools you use
and the error nessages they throw at your face. | specially
thi nk about the conpiler. Sonetinmes you just forget a <i>;</i>
and all in a sudden you get hundreds and hundreds of unrel ated
errors. O you forget a <i>}</i> O some mnor stuff like

t hat .

<p>There again you live with that. You conpile often, so you are
sure a conpilation error can only originate fromthe few |lines
you introduced and not somewhere el se.

<p>And you debug harder bugs too. It may be frustrating sonetinmes.
Cetting good habits, a good culture, takes time and devotion

You have to bypass frustration and just keep going, up to

success. | mean, this is not research. There is a solution

you know that fromthe beginning. So it's just a matter of

doing things properly to get the expected result. That is

what is so cool with hacking. The results are there,

necessarily.

<p>And so, to get back to automation, | could have witten
a "pilot" in C But, traditionally, this is done in
shell script.

<p>We al ready saw the various shell's commands, but to
recapitul ate, here cones <i>transform sh</i >.

<p>

<pre>

rm-f out/*

cp trailer.obj out
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for i in ????.0bj; do ./deflate < $i > out/$i; done
(cd out; find -enpty -exec cp ../{} . \;)

(cd out; for i in "grep -i limted *|cut -d : -f 1°; do ../enmpty $i > 3i
done)

#(cd out; for i in “grep -i limted *|cut -d: -f 1°; do cp $i $i.enp; done)
for i in*.n; do cp $i out/ echo $i|sed -e "s/\.n//""; done

(cd out; for i in ????.0bj; do ../inflate $i; done)

(cd out; ../glue > TTT)

</ pre>

<p>Each line of this file would require several dozens of C code.
That's why shell programmng is sonething to learn too. It speeds
things up for basic data mani pul ation

<p>But sone treatments are beyond the shell and various commuand line's
programs' ability and you need to wite nore conpl ex program

<p>l do it in C, because that's what | know best. Several years of
practice shaped ny brain to easily think in C

<p>The main problem you face when you hack is bugs. And knowi ng a | anguage,
practicing it over the years, gives you faniliarity. You know where

to |l ook for bugs. You know that when you | ooked here and found not hing
then there is nothing wong there. This know edge you don't get for

systens and | anguages you don't know. So you can't narrow the source

of a problem You can't becone <i class="white">certain</i>.

<p>Well, that's it.
<h2>Concl usi on</ h2>
<p>Do these progranms "think?"

<p>They mani pul ate data, extract information. As you and | do through
our sensory system |Is it conparabl e?

<p>Sonme m ght say they are not conplex enough. They just apply a given
procedure.

<p>How are you certain you don't work this way, huh?

<p>l don't pretend the prograns here think. It's just not that sinple
to give a convincing <i class="white">no</i>. Take that question as
an opportunity to think about yourself, the world, life, the meaning
(if any) in there and so on.

<p>Or not. | nean, it could be seen as sone kind of madness or
sick attitude or whatever. It's just a tought experinment, based
on "reality" (as long as a hack is "real").

<p>Anyway, |'mdone with this hack. Let's nove on to sonething
el se. (The mmgic of hacking. It never ends.)

<p>(By the way, what is | EEE 754? Short answer: dig the web. Longer answer:
it's just a standard to represent floating point nunbers in conputers. And
yes, normal people would think it's very boring. But | am not normal and
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neither are you! Are you?)
<hr >
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